UNITED STATES DEPARTMENT OF EDUCATION

STUDENT PRIVACY POLICY OFFICE

May 12, 2026

Steve Daly

Chief Executive Officer
Instructure

6330 S. 3000 E, Suite 700
Salt Lake City, UT 84121

Sentviaemal onty to:

Dear Mr. Daly:

I am writing to follow up on the call you had with Department officials last week regarding the recent
cybersecurity incidents affecting your customers and others. We appreciate the constructive nature of the
discussion during that call.

As we discussed, the Department’s Student Privacy Policy Office (SPPO) administers and enforces the
Family Educational Rights and Privacy Act (FERPA), codified at 20 U.S.C. §1232¢g and implemented
through 34 CFR Part 99. FERPA is a federal law that protects education records including personally
identifiable information (PII) contained therein from unauthorized disclosure. The protection of education
records and student PII is of paramount importance, especially given the wide variety of ways Instructure
manages student data.

These cybersecurity incidents resulted in unauthorized access to student education records, and therefore
violations of FERPA likely occurred. Furthermore, we are concerned with our understanding that your
organization has agreed to pay a ransom in connection with these incidents. As you undoubtedly know, the
FBI does not support paying a ransom in response to a ransomware or similar attack. Paying a ransom
doesn’t guarantee Instructure will get any data back and it also encourages perpetrators to target more
victims and offers an incentive for others to get involved in this type of illegal activity. See
https://www.tbi.gov/how-we-can-help-you/scams-and-safety/common-frauds-and-scams/ransomware.

Pursuant to 20 U.S.C. §1232g(f), 34 CFR §§ 99.60 and 99.62, I am requesting Instructure provide the
following information in writing no later than May 25, 2026:

Date of the incident(s);

Brief description of the incident(s);

Number of U.S. K-12 and institutions of higher education students affected, respectively;

The types of PII from education records disclosed;

Remediation and corrective actions taken to address the disclosure and prevent future incidents;
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Update on the status of communications with state and local educational agencies, institutions of
higher education, and affected parents and students; and
g. Those items described in Exhibit A attached hereto.
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The Department of Education’s mission is to promote student achievement and preparation for global
competitiveness by fostering educational excellence and ensuring equal access.
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You may email me directly at SAOP@ed.gov. Please let me know if you have any questions about this
matter in the meantime. Thank you in advance for your cooperation.

Sincerely,
/s/
Frank E. Miller Jr.

Director
Student Privacy Policy Office


mailto:SAOP@ed.gov
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EXHIBIT A

Governance and Policy Documents
Documents that define Instructure's security intent and compliance posture.

Information Security Policy: The master policy outlining the overall security framework.
Risk Assessment Reports & Risk Register: Documentation of identified assets, threats,
vulnerabilities, and the mitigation plans in place.

Data Classification and Handling Policy: Procedures for identifying, storing, and disposing
of sensitive data.

Access Control Policy: Defines how Instructure’s users access is granted, managed, and
revoked (least privilege).

Vendor Risk Management Policy: Procedures for assessing the security of third-party
vendors and partners.

Operational Security Records (Evidence of Effectiveness)
Records that prove that policies are followed in day-to-day operations.

Incident Response Plan (IRP) & Testing Logs: The documented plan and evidence of drills
(e.g., tabletop exercises) that show the company can respond to breaches.

User Access Reviews: Logs proving regular, periodic reviews of who has access to sensitive
systems (specifically administrative rights).

Patch Management Records: Evidence of timely updates to operating systems, software, and
firmware.

Change Management Logs: Documentation showing that system changes are reviewed for
security impacts before implementation.

Security Training Records: Evidence of mandatory security awareness training for
employees, including phishing simulations.

Technical & Architectural Documentation
Documents that provide a technical overview of Instructure’s environment.

Network Diagrams: Visual representations of network segmentation, firewalls, and data
flow.

Asset Inventory: A complete, up-to-date list of hardware and software, including cloud-
based applications.

Configuration Standards: Security hardening guidelines for devices (e.g., firewall rules,
encryption standards).

External Validation & Compliance Documents

SOC 2 Type II Report: Independent auditor report assessing internal controls of Instructure
over time, if any.

ISO 27001 Certification: Evidence of an established Information Security Management
System (ISMS).

Third-Party Penetration Test Results: Records of simulated attacks and the Instructure's
remediation actions.
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Key Focus Areas for 2026:
e Al Usage Policies: Documentation covering the risks associated with Artificial Intelligence
adoption by Instructure.
e Remote/Hybrid Work Security: Policies covering VPN usage, endpoint security, and Bring
Your Own Device (BYOD) rules.
e Data Protection Laws: Evidence of compliance with relevant laws like GDPR or CCPA.





